
David Ash - Chip Schutte - David Weiss - Sharon Keeler - Chuck Bishop 

1. Call to Order. 

AGENDA 
Joint Administrative Services Board 

Monday July 22, 2019 10:00 a.m. 
Joint Govemment Center 

2. Approval of Minutes. (May 20 Minutes Attached). 

3. Health Insurance Advisor. Three proposals were received and ranked by Dr. Bishop 
and Tom Judge as follows: McGriff, Gallagher, Innovative. Negotiations have commenced 
with McGriff to determine what services can be performed within the $2,000 budget. The Board 
should provide direction as to what parameters the consultation should work within, for example: 
should we assume we are sticking with Local Choice and focus on raising deductibles or 
increasing the employer share of premium?; should we look at a separate premium for retirees? 
Should we eliminate the distinction for pmi-time employees? Should we add an option for basic 
dental? With this input, it is proposed that Dr. Bishop, Dave Ash, and the consultant meet to 
fmiher the discussion, and retum with results in August. 

4. CyberSecurity. There has been regular episodes of security violations on systems across 
the country. Ofrecent concem is the taking of an organization's entire data hostage (ransomware 
attacks). Local governments that have been hit by such attacks include Atlanta and Baltimore. 
Smaller localities such as Riviera Beach, FL and Lake City, FL have also recently succumbed to 
ransomware attacks, leading to ransom payouts of $600,000 and $460,000 respectively. Because 
of the success of ransom ware attacks on local governments, it is expected that such attacks will 
increase. Local governments are a pmiicular target because they are often insured, and the data 
is critical to an entire community, so local govemnients are more likely to pay the ransom 
demand. 

End user awareness is a critical component of preventing/avoiding most current threats. The 
majority of ransomware and other exploitive attacks occur through email. Constant vigilance on 
the pmi of end users as to the legitimacy of all emails that arrive in their inboxes is essential. 
Other aspects of good safe computing practices include: 

1. Hardening passwords, and not "remembering" them in memory. 
2. Avoiding the re -use of the same password across multiple sites. 
3. Logging out or sleeping computers when leaving the room. 
4. Unsubscribing from SPAM emails. · 
5. Using encrypted websites when available. 
6. Backing up data stored on individual PCs to non-networked media. 
7. Restricting web surfing activity to legitimate work related sites. 

While IT depmiments strive to maintain a secure computing environment, using many industry 
standard practices, threats are ever evolving and constantly changing. There are no magic bullet 
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systems or software that will protect against all attacks. Rather, systems are designed and 
operated such that if an attack were to occur, damage would be minimized, and services can be 
restored within a reasonable period. 

The Board should discuss in general terms whether cun·ent defenses are adequate, and whether 
additional training and investment in cybersecurity may be warranted. 

5. Next Meeting August 26 (if needed). 
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Joint Administrative Services Board 
May 20, 2019 Regular Meeting 10:00 am 

At a regular meeting of the Joint Administrative Services Board held on Monday, May 20, 2019, at 10:00 
am in the Meeting Room AB, Berryville Clarke County Government Center, 101 Chalmers Court, 2nd 
Floor, Berryville, Virginia. 

Members Present: David Ash, Chuck Bishop, Sharon Keeler, David Weiss 

Members Absent: Chip Schutte 

Staff Present: Tom Judge, Brianna Taylor 

Others Present: None 

1. Call to Order - Determination of Quorum 

At 10:02 am, Vice Chairman David Weiss called the meeting to order having determined that a 
quorum was present. 

Adoption of Agenda 

Chuck Bishop, seconded by David Ash, moved to adopt the agenda as presented. The 
motion carried by the following voice vote: 

David Ash 
Chuck Bishop 
Sharon Keeler 
Chip Schutte 
David Weiss 

2. Approval of Minutes . 

Aye 
Aye 
Aye 
Absent 
Aye 

Sharon Keeler, seconded by David Ash, moved to approve the April 22, 2019 minutes as 
presented. The motion carried by the following voice vote: 

David Ash 
Chuck Bishop 
Sharon Keeler 
Chip Schutte 
David Weiss 

Aye 
Aye 
Aye 
Absent 
Aye 
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3. Genworth Marketing 

Tom Judge stated: 

• Genworth provides long-term health care insurance that is VRS sponsored at employees 
cost. 

• Joined in 2010 / 2011 timeframe 

• Only five or six employees participate even though it has been advertised. 

• At the initial implementation, there was "no underwriting" in other words no questions asked 
about health status. 

• Genworth wants to do a direct mail to all employees, asking for all employees' names, 
addresses, and ages. 

• lfwe participate in the marketing campaign, then, we are eligible for "reduced underwriting," 
which is limited questions, asked about health status, to try to make a determination without 
requiring medical records. 

• Inquired if we do have to participate in the direct mail marketing campaign in order to get 
the "reduced underwriting." Genworth said that since we are already a member of the group 
that we could do an internal email campaign to qualify for the "reduced underwriting''. 

• Since we have encountered repeated attempts at fraud and one successful attempt, it would 
be better to avoid the release of this information then to have it out there, outside of our 
control. 

• Recommend that we participate in the internal email campaign as a marketing effort to get 
more people involved in the long-term health care insurance. 

Chuck Bishop expressed that he was concerned with releasing employee information; therefore, 
request that it be done through an internal email marketing campaign. 

David Ash agreed adding that with the internal email there could be an attachment with the 
marketing information provided by Genworth. 

By consensus, the Board agreed on participating through an internal email marketing 
campaign. 

4. Slaff Salary Increases 

Tom Judge stated: 

• The School Board gave 3.0% to Administrators, 3.5% to Teachers, and 4.5% to all other 
employees. 

• Recommend the same for the Joint Administrative Services staff. 

• There is an instance where one staff member will receive 3.0% due to performance 
evaluations. More detail would require a closed session. 
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• Budgeted at a 3.5% increase totaling $15,862.07, proposal using school model $17,545.85; 
therefore, the variance is an increase of $1,683. 78. 

• Anticipate on managing the budget, particularly the part-time JAS budget, to allow these 
increases to occur. 

• Another element with JAS employees is that over the past year they have all worked outside 
of their departmenU job functions. 

o Helping with the Bank Reconciliation 

o Social Services 

o Sheriffs Office 

o Convenience Center and other projects 

• Believe that staff is deserving of the raises that follow the School Board Personnel Decision. 

Last Name First Name Position Description New Salary 

JUDGE THOMAS JAS DIRECTOR 134,809.49 

SH ECKELS SALLY PAYROLL COORDINATOR 54,817.57 

BENNETI BRENDA ACCOUNTANT 2 67,759.89 

JOHNSON EMILY ACCOUNTS PAYABLE CRD 44,529.54 

LEGGE MICHAEL PURCHASING MANAGER 65,216.36 

MEREDITH MARY JAS ADMIN ASST 42,845.00 

BROOKS STEPHANIE ACCOUNTANT 1 60,770.00 

Increase 3.5% current salary 15,862.07 

Actual Increase 17,545.85 

Variance 1,683.78 

Closed Session Pursuant to §2.2-3711-A 1 S Specific Employees or appointees of the Board 

At 10:16 am, Chuck Bishop, seconded by David Ash, moved that the Joint Administrative 
Services Board enter Closed Session pursuant to §2.2-3711-A 1 for the purpose of discussing 
personnel matters related to performance. The motion carried by the following vote: 

David Ash 
Chuck Bishop 
Sharon Keeler 
Chip Schutte 
David Weiss 

Aye 
Aye 
Aye 
Absent 
Aye 

At 10:25 am, the members of the Board of Supervisors, being assembled within the 
designated meeting place, with open doors, and in the presence of members of the public 
and/or the media desiring to attend, Chuck Bishop, seconded by David Ash, moved to 
reconvene in open session. The motion carried as follows: 
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David Ash 
Chuck Bishop 
Sharon Keeler 
Chip Schutte 
David Weiss 

Aye 
Aye 
Aye 
Absent 
Aye 

Chuck Bishop, seconded by David Ash, further moved to execute the following Certification 
of Closed Session: 

CERTIFICATION OF CLOSED SESSION 

WHEREAS, the Joint Administrative Services Board has convened a closed meeting on the 
date pursuant to an affirmative recorded vote and in accordance with the provisions of 
the Virginia Freedom of Information Act; and 

WHEREAS, Section 2.2-3700 of the Code of Virginia requires a certification by the Joint 
Administrative Services Board that such closed meeting was conducted in conformity 
with Virginia law. 

NOW, THEREFORE BE IT RESOLVED, that the Joint Administrative Services Board hereby 
certifies that, to the best of each members knowledge, (i) only public business matters 
lawfully exempted from open meeting requirements by Virginia law were discussed in 
the closed meeting to which the certification resolution applies, and (ii) only such public 
business matters as were identified in the motion convening the closed meeting were 
heard, discussed or considered by the Joint Administrative Services Board. The motion 
was approved by the following roll-call vote: 

David Ash 
Chuck Bishop 
Sharon Keeler 
Chip Schutte 
David Weiss 

Aye 
Aye 
Aye 
Absent 
Aye 

Chuck Bishop, seconded by David Ash, moved to approve the Staff Salary Increases as 
presented. The motion carried by the following voice vote: 

David Ash 
Chuck Bishop 
Sharon Keeler 
Chip Schutte 
David Weiss 

Health Insurance 

Aye 
Aye 
Abstain 
Absent 
Aye 
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Chuck Bishop asked Tom Judge if he had received any more information on Health Insurance 
options for future years. 

Tom Judge stated that the Affordable Care Act requires that you offer two types of dental coverage.: 
the comprehensive, which we currently have; and there is preventative. In the past, we never 
participated in two types because that doubles the premium. With the Affordable Care Act pushing 
to offer the two plan options it will allow employees to choose between the two options. One way of 
reducing the overall premium is to allow people to participate in preventative only, which would 
reduce the premiums $15-$20 a month. Payroll & Benefits Coordinator, Sally Sheckels, believes 
that we would have some number of employees who would participate in the preventative only. 

Chuck Bishop expressed that the reason he asked was to keep it in discussion. Also because the 
School has not had to fill many vacancies for next year, but a few people are leaving specifically 
because of Health Insurance Coverage. 

Vice Chairman David Weiss agreed that we should make an educated decision. 

Chuck Bishop added that we might find that there is nothing that we can do and that every year we 
will just have to deal with a 6% to 15% increase. However, for all of our employees, we have to do 
our due diligence so we can tell them that we did look at it and that this is where we are. 

Tom Judge stated that there should be more information by September either a report or a meeting 
in order to get ahead of the Budget process. 

5. Next Meeting 

June 24, 2019 

6. Adjournment 

At 10:32 am, Vice Chairman David Weiss adjourned the meeting. 

Minutes Recorded and Transcribed by Brianna R. Taylor 
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lVlayors Unite Against Hacker Payment~ 
BY JON KAMP 

As U.S. cities face the grow
ing threat. of hackers hijacking 
computer systems and de
manding hefty ransoms, may
ors have taken a stand against 
paying off their attackers. 

The U.S. Conference of 
Mayors adopted a new resolu
tion opposing payments after 
ranso1nware attacks, which in
volve cyber crhninals inva<Ung 
networks, encrypting files and 
seeking payments to unlock 
them. 

Baltimore Mayor Bernard C. 
"Jack" Young, whose city re-

fused to pay hackers about 
$76,000 in bitcoin after a dam" 
aging May 7 attack, sponsored 
the measure. 

Other cities, counties and 
businesses have paid online 
assailants to recover data, in
cluding two small Florida cit
ies that approved hundreds of 
thousands of dollars in insur
ru1ce payments to hackers last 
month. 

Such pay1nents are some
times seen as the only way to 
recover from disabling attacks. 
Victims' decisions whether to 
pay often comes down to 
whether they have secure 

··-- ----------------

backup data they can use to 
restore their systems. 

But authorities worry pay
ing ransoms fuels criminal en
terprises. "Paying ransoms 
only gives incentive for inore 
people to engage in this type 
of illegal behavior,"-Mr. Young 
said Wednesday in a state- · 
ment. 

The Conference of Mayors' 
new policy, which vias voted 
on ·during the group's annual 
meeting Jime 28 to July 1 in 
Hawaii, cites the same worry. 
The group represents mayors 
of cities with populations over 
30,000. 

Las Vegas M1ycli'. GifroJyh. 
Goodman, who. co,spoi)sored. 
the anti-payme·nt · riie'~SU_re~ · 
said that while her citYMQh't 
been hit by ransomware, her 
IT director warns her that a• 
quarter-million attempts at il
legal access to city systems. 
ru·e made e-ach inoi1th>=· •·.·: 

She said she woi'ries ·=that 
funding hackers ·shows:: cities. ' 
are a ·willing victim;i:-!letfing.: i 

them up-for more· attac)<s:J h . 
:-''And th_ere1s:· _no- end~:~be~r I 

cause everything is·going:to' 
develop to• lie• more -sophist;;• 
cated,"-she; said, ·refefr.in!t to·~ 
the hackers' t_echniq\les~_qL~-./.~-~~ ! 
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